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Download the okta verify app before starting the migration or accepting the invitation.

Okta verify app will be optional, but it is strongly recommended that it be configured with
biometrics so that the user does not need to provide a password every time they log in.

Login will be possible after the user sets okta (CS and PPP). This will be possible after
migrating the existing user or creating a new user.

Login page has been changed:

e There is no longer a password field - authentication will be done on the OKTA screen,
either through a password, push notification (okta verify), enter a code (okta verify), or
phone.

e Thereis no longer a[FORGOT PASSWORDY] button - the option to access this feature
is available on the okta authentication screen.

e Login button is only enabled once the user enter the username.

@ Payscales

FORGAT USERNAME

> Digital ‘D
’i /:/ Production 5 by

> Office Sargent-Dis¢

OKTA login benefits

o Greater security when logging in due to 2-factor authentication.

« More authentication options as password, push notification, okta code verify, SMS code
are available.

e You can setup the Okta verifier using the biometrics or facial recognition function. So
just with the push notification you can log in without needing a password.

o It’s easy for OKTA admin activate the locked out user account.

e It’s easy for OKTA admin to reset the password if the user forgot their current password.

e Will allow SSO to be rolled out across all related apps.
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o Will allow studios to add federated login from their Okta tenant

Login for the first time - OKTA not setup

1. Onthe SD Login screen, enter with the username and click on the [LOGIN] button.

o/ CrewStart™

LOGIN

FORGOT USERNAME

Digital
Producnon §

{ Office Sargent-Disc

2. Onthe OKTA Login screen, confirm the username and click on the [NEXT] button.
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3. Type the password and click on the [VERIFY] button.



Connecting to $D

Sign In with your account to access Sargent-Disc Applications

(:}, DO e

Office Sargent-Disc

Verify with your password

@® olviah

Password

®e0000sc0scoe ey ‘

Forgot password?

Back 1o signin

4. Click to set up OKTA Verify app (optional).
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Set up security methods

® pppuser1

Security methods help protect your Okta
account by ensuring only you have access.

Set up optional

@ Okta Verify
Okta Verify is an authenticator app,
installed on your phone or computer,
used to prove your identity
Used for access or recovery

Setup

Back to sign in

o1

Open the OKTA Verify app, and click to add a new account.
Click on the [SCAN A QR CODE] button.
7. Using the app, read the QR code displayed on the OKTA Set up OKTA verify screen.
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Sargent-Disc

Set up Okta Verlfy

® oliviah

1. On your mobile device, downlioad the Okta Verify
app from the App Store (iPhone and iPad) or
Google Play (Android devices).

2. Open the app and follow the instructions to add
your account

3. When prompted, tap Scan a QR code, then scan
the QR code below

Can't scan?

Retumn to authenticator list

8. Click to set up the phone number (required) on OKTA.
9. Select the Country.

10. Type the phone number.

11. Click on the [RECEIVE A CODE VIA SMS] button.
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Sargent-Disc

Set up phone authentication

@) oiviah

Enter your phone number to receive a verification
code via SMS

Country

United States

Phone number

+1

Receive a code via SMS

Return to authenticator list

12. Type the code sent via SMS and click on the [VERIFY] button.
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X

Set up phone authentication

®) oliviah

A code was sent to your phone . Enter the code
below to verify.
Carrier messaging charges may apply

Enter Code

837575

Return 1o authentcator list

Back to sign In

o The application is loaded with the user logged in.

Login - OKTA verify setup without biometrics or facial
recognition

This same flow happens when it is the first time the user is logging into a new browser.

1. Onthe SD Login screen, enter with the username and click on the [LOGIN] button.
2. Onthe OKTA Login screen, confirm the username and click on the [NEXT] button.
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3. Type the password and click on the [VERIFY] button.

Connecting to $D

Sign in with your account to access Sargent-Disc Applications

Sargent-Disc

Verify with your password

® bbaker

Password

Eorgot password?

Backtosignin

4. A second authentication option is presented to the user, such as "Receive a code via
SMS", but the user can click on "Verify with something else" to choose another option:
1. Enter a code (okta verify app)
2. Get a push notification (okta verify app)
3. Phone (SMS code)
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Connecting to SD

Sign i wah your accoum 10 access Sargens-Diec Apphcations

- D,

Ay

OfMfce

Verity with your phone

@) vosker

Send A code wa SMS 10«44 XXXX XX6784

Carrier messagng chacges may opply

Back 29 pgnn

Connecting to SD

Sign o with your eccount 10 eccess Sergent-Onc Aaplicaticns

Verify t's you with a security memod
‘3‘ COtunr
Seiect from the SHowng aptons

Enter a code
Okctes Vaurify e

Get a push notificatsan
Okta Verify

Phone
S48 000K XXTITRS
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5. Click to select the desired option.
6. Make the validation

o The application is loaded with the user logged in.
Login - OKTA verify setup with biometrics or facial
recognition

1. Onthe SD Login screen, enter with the username and click on the [LOGIN] button.

2. Onthe OKTA Login screen, confirm the username and click on the [NEXT] button.
3. The application already shows the option for authentication as a push notification.

Connecting to SD
nt i

SN In WEN yOur AcCcount to ACCess Soage

e Appicenons

4. Confirm notification in okta verify app.

e When confirming the notification using biometrics or facial recognition, the application
loads with the logged in user.

Login - without OKTA verify app

1. Onthe SD Login screen, enter with the username and click on the [LOGIN] button.
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2. Onthe OKTA Login screen, confirm the username and click on the [NEXT] button.
3. The application displays the screen to receive a code via SMS or voice call.

;@5 st QD

ffice Sargent-Disc

Verify with your phone

® hham

Send a code via SMS to +44 XXXX XX1747

Carrier messaging charges may apply

Receive a code via SMS

Receive a voice call instead

Verify with something else

Back to sign in

Select one of the 2 options and click to receive the code.
Type the code and click to verify.
Enter the password.

o oA

« When confirming the 2FA, the application loads with the logged in user.

PPP - Forgot Username (no changes)
There is no change to the Forgot Username feature

1. Click on the [FORGOT USERNAME] button on the Login screen.

2. On the “Forgotten your username?”” screen, enter with:
1. Email address
2. Select the validation option between: Date of Birth OR Employee Number
3. The validation information

3. Click on the [SEND REQUEST] button.
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& Payslip

Forgotten your username?

s QD

Sargent-Disc

e The email is sent to the email address with the username (only if the information
provided is correct).

Subject SD Digital Production Office User Details
Frivn na-reply Psargent-disc cam L
To ipertoPsargent-dsc.com L
Date Today 11:43
Priorty Highest

Dear Lidia

Your username for your SD Digital Production Office account is:
ellagorto

Mease note that this is case sensitive.

if vou have any further questions or comments about SD Digital Production Office, please do not hesltate to contact
payroi@sargent-disc.com,

Sargent Disc Ltd

-7 Baring Road

Beaconsfield,

Bucks,

HPS 2NB

United Kingdom

Tel: +44 {01753 630300

Fax: «44 (0)1753 655881

www.sargent-disc.com

Payroll - Production Accounting - IT « Software « Training

CrewsStart - Forgot Username (no changes)

There is no change to the Forgot Username feature
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1. Click on the [FORGOT USERNAME] button on the Login screen.
2. On the “Forgotten your username?” screen, enter with:

1. Email address

2. Country Code + Phone number
3. Click on the [SEND REQUEST] button.

™

o] CrewStart

Forgotten your username?

Country code

1o

5
L

Office Sargent-Disc

4. The email is sent to the email address with a link (only if the information provided is
correct).

Subject SD Digital Production Office - Forgot username
From no-reply@sargent-disc.com L
To iporto@sargent-disc.com &
Date Today 11:47
Priority Highest

@ To protact your peivacy, remote images are blocked in this message.  Disclay.imags

Your SD Digital Production Office username recovery for CrewStart

A 4 digit passcode has been sent to the mobile phone number you provided.

mame click hace

Foroot us:

This fink will be active for 15 minutes . If you do not n your username within this time, you will need to request a new link
1f you did not request a forgot username, please con anSa qe D <ax;_,;; ,g‘ 330080 1,“,

Sargent-Disc Ltd

5. Open the link sent by email.
6. Type the passcode sent to the mobile phone.
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Recover your Username

Digital Production Office - CrewStart
We value your privecy and recutis 3 passcode Before you Can 508 Usenanes Snied %o your emasl
A PasStode N Seen 2111 10 your modile srding 6781

e SD

e Office Sargent-Disc

« The application displays all the username related to the provided information.
‘& CrewStart™

Username Recovery

Payslip Username msykes
CrewStart Username msykes
Payslip Usemame ellaporto
Payroll Username msykes
Payscales Username msykes
Payscales Username ellaporto
Payroll Username ellaporto

Forgot Password

Only for okta users
1. Enter username and click on the [Login] button.
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2. On Okta “Sign in” screen, click on [Next] button.
3. On Okta “Verify with your password* screen, click on the [Forgot password?] link.

okta

&

| kkokok

Verify with your password

@ lid

@® lidia

Password

4. On the Okta verify app, click on the same number displayed in the Okta “Push
notification sent” screen.
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okta

&

Push notification sent

5. On the Okta “Verify with your phone” screen, click on the [Receive a code via SMS]
button.
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okta

)

Verify with your phone
® lidia

Send a code via SMS fo +44 XXXX XX6784

Carrier messaging charges may apply

Receive a code via SMS

Back to sign in

6. Type the code sent via SMS and click on the [Verify] button.
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okta

Verify with your phone

@)

@) lidia

A code was sent to +44 XXXX XX6784 . Enter the
code below to verify.

Carrier messaging charges may apply

Enter Code

| |

Back 1o sign In

7. Enter with the new password (meeting the requirements) and click on the [Reset
Password] button.
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okta

‘ ey

Reset your Okda password

New paseward

| <

Mearmer pusswocd

8. The application sent an email to the user about the password change.

QO=- S0

Ceboty

CunTsecoprte ha octviy?
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